Password Policy Manager for NDS latest release offers significant enhancements

Now includes support for Novell ConsoleOne, NT Domains, Internet/Intranet Web Users and Novell Portal Services

21 August 2001. London, UK - Connectotel today announced the availability of the latest version of Password Policy Manager (PPM) for NDS, an important security solution for administrators of Novell NetWare, Windows NT, Solaris and Linux based networks using Novell NDS eDirectory.

PPM for NDS provides centralized management and enforcement in real-time of Password Policies for Novell eDirectory users on networks running Novell NetWare, Windows NT/2000, Apple Macintosh and Unix. The PPM client software supports Windows 95/98, Windows NT/2000 and any web client running on MS Windows, Apple Macintosh or Unix.

New Features

New features added in this major release include :

· Support for Novell ConsoleOne administration of password policies - In addition to the existing support for the Novell NWAdmin administration tool.

· Support for Internet/Intranet - Web clients running MS Internet Explorer or Netscape Navigator – customer-facing sites, as well as internal systems, can now benefit from the use of strong passwords.

· Support for Novell Portal Services – Connectotel provides a Novell Portal Services "Change Password" gadget for PPM, so that Novell Portal Services applications can benefit from using strong passwords.

· Synchronization with NT Domains – Password changes made via PPM are synchronized to NT Domain accounts.

· PPM application programming interface (API) – Third-party applications can now hook into the PPM framework to ensure that strong passwords are used in all applications.

· Password Changer utility – A standalone password changer utility, for Windows users, which can optionally be used in place of the standard Novell password change facility.

Policy criteria

The following password policy criteria can be configured by the eDirectory administrator :

· Minimum and maximum password length

· Minimum and maximum alphabetic, numeric and punctuation characters

· Maximum consecutive character types (alphabetic/numeric/punctuation)

· Maximum instances of any character

· Percentage similarity with old password

· Allow/disallow consecutive characters

· Allow/disallow character/numeric sequences

Benefit

Novell customers using Password Policy Manager will provide increased network security by enforcing the use of strong passwords, to a policy defined by the network administrator, throughout the network.

Marcus Williamson of Connectotel stated : "We are pleased to be supporting new Novell technologies such as ConsoleOne and Novell Portal Services in this release. In particular, the addition of support for Novell Portal Services provides strong password capability for the clients who are using Intranet/Internet systems, without requiring Novell client software."

Allen Tietjen, manager of Novell’s Portal Solutions group, added : "We are excited to welcome Connectotel as a new developer of security gadgets for Novell Portal Services. Connectotel's combination of mature PPM technology and leading-edge support for Novell Portal Services creates a powerful combination, which can enhance security for all existing Novell customer environments."

For further information about strong passwords and the theory behind password policy management, please see the Novell Research AppNote : "Implementing Strong Passwords in an NDS Environment" available from :

http://developer.novell.com/research/appnotes/2000/a0008.htm

Pricing

Password Policy Manager for NDS is priced in the following ranges :

User level 
Licence fee

Up to 150 users
$795

250 users
$1295

500 users
$2450

750 users
$3250

1000 users
$3950

2000 users
$7250

For higher numbers of nodes, as well as educational and reseller discounts, please contact your Connectotel authorized reseller.

Availability

Password Policy Manager for NDS is available immediately worldwide by electronic fulfillment from Connectotel authorized resellers Altman and Associates (http://www.altman.co.uk/) and DreamLAN (http://www.dreamlan.com/). 

Evaluation software, screenshots and additional information about Password Policy Manager for NDS can be found at :

http://www.connectotel.com/ppm

About Connectotel

Connectotel specializes in providing consulting and software development for the Novell networking environment, including NetWare, eDirectory, ManageWise, BorderManager and ZENworks. Connectotel maintains excellent relationships with Novell partners and customers worldwide. Connectotel's Home Page can be found at http://www.connectotel.com/

